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D * 't l * Investigation (4th and 5th Amendment -
lgl a. private search doctrine, third party doctrine,
staleness, particularity, etc.)

EVldenCe  Charging (Al-generated CSAM, deepfakes,
A All communication of indecent language)
'f'.féCtS * Discovery (See United States v. Secord, United
A States v. Braum, preservation)
rea-s Ofw » Trial (Al, authentication, trial prep,

professional responsibility)
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Presenter Notes
Presentation Notes
For a history lesson, check out Stanford v. Texas, 379 U.S. 476 (1965). 
Andresen v. Maryland, 427 U.S. 463 (1976)
General warrants, of course, are prohibited by the Fourth Amendment. The problem posed by the general warrant is not that of intrusion per se, but of a general, exploratory rummaging in a person’s belongings.”
Constitution of Virginia, Article 1, Section 10
General warrant: “Whereby an officer or messenger may be commanded to search suspected places without evidence of a fact committed, or to seize any person or persons not named, or whose offense is not particularly described and supported by evidence, are grievous and oppressive and out not be granted.”  
Maryland v. Garrison, 480 U.S. 79 (1987)
“The manifest purpose of this particularity requirement was to prevent general searches. By limiting the authorization to search to the specific areas and things for which there is probable cause to search, the requirement ensures that the search will be carefully tailored to its justifications, and will not take on the character of the wide-ranging exploratory searches the Framers intended to prohibit.”
Ybarra v. Illinois, 444 U.S. 85 (1979)
Heroin in Aurora Tap Tavern in Aurora, Illinois.
“Greg” had 25 tin-foil packets on him. LE obtained a warrant for the tavern and Greg, the heroin-dealing bartender.
Ybarra present at the tavern and was searched. He also had heroin.
Court held: no PC to search Ybarra, a patron. “[A] person’s mere propinquity to others independently suspected of criminal activity does not, without more, give rise to probable cause to search that person.”
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Google Just Killed Warrants
That Give Police Access 1o

I.ocation Data

“Geofence warrants,” which allow law enforcement to get location data across a
wide area, have become commonplace in recent years.

Cyrus Farivar Forbes Staff

Thomas Brewster Forbes Staff

m



Presenter Notes
Presentation Notes
NOTE: YouTube? Fitbit?
Facebook? 3.03 billion monthly active users
X?
Why did Google stop?�https://themarkup.org/the-breakdown/2020/09/01/geofence-police-warrants-smartphone-location-data. Apple and Facebook have declined to comment on whether they would respond.

Courts are struggling to keep up and LE may only obtain an answer after the market has shifted. 



 Using RFID, Wi-Fi, Bluetooth, cell data, etc. to
track when someone enters or exits a

mlat iS . Ej;i:z;eciompanies
’ Uber

Geofencing .

Starbucks

Chik-fil-A

» Used by law enforcement to search where a
crime occurred



Presenter Notes
Presentation Notes
https://www.dataguidance.com/opinion/usa-new-geofence-technology-laws
RFID = Radio Frequency Identification

“In 2020, law enforcement agencies served Google with more than 11,500 warrants directing the company to conduct sweeping searches of its vast location database.” https://harvardlawreview.org/blog/2025/02/much-ado-about-geofence-warrants/



Unl‘ted » January 6 Rioter
* PC to arrest based on: geofence warrant
information, two tips related to Rhine,

States \/o surveillance footage from inside the Capitol,

and CSLI.

Rhlne Geofence warrant shows that Rhine was present in 26

points - 22 within the Capitol itself.

* Rhine argued the geofence warrant was
overbroad and lacked particularity







* |dentify all devices. This led to a total of 5,723
Three dovicer.

* List of devices that were present at the capitol

Step between 12:00 - 12:15 p.m. and 9:00 - 2:15 p.m.

This led to a total of 5,518 devices.

1 ’ OC@SS  Subscriber information for two groups of users:

those entirely within the geofence and any devices
for which the location history was deleted between

Jan. 6 and Jan. 13. This led to details for 1,535
users.




Circuit
Split

United States v. Chatrie, 136 F.4th 100 (4th Cir. 2025)

* Robbery. Geofence had a diameter of 300 meters
(longer than three football fields)

e Affirmed the district court’s denial of Chatrie’s
suppression motion.

United States v. Smith, 110 F.4th 817 (5th Cir. 2024)

* Robbery. Geofence covered 98 square meters;
5:00 - 6:00 p.m.
» The Third-Party Doctrine did not apply and,

therefore, the two appellants had a reasonable
expectation of privacy




Reverse Keyword Searches




Google

(==
)

Q. Search Google or type a URL

- Q o ? C ad

WET JAGCMet Ho... EAMS Google Maps Privacy Defense Trav,




* LE asks Google to provide information

Reverse relating to specific searched terms or words
e Still a multi-step process

Keyword

Searches




COlOradO -\/. * Arson. LE at a dead end. “[I]nvestigators

surmised that the perpetrators had
Se mour intentionally targeted the address. In pursuing
y this theory, they inferred that the perpetrators
would have researched the property before
burning it down or, at the very least looked up

536 R3d 1260 directions to get there.”

 LE asked Google to ID users who had

(COZO, 2023) searched the address within a specified

period.




* Facts: In July, 2016, K.M. sexually assaulted in

Penrlsylvarlla her house while her husband was working an
overnight shift. Unknown assailant.
V. Kurtz °

* Police obtained a search warrant directed at
Google for records of searches made with
Google search engine for the victim’s name or

348 A.3d 133 home address for the week preceding the

July 2016 incident. Google returned a report

(Pa 2025) that identified an IP address as having

conducted two searches of K.M.'s address
several hours before the attack. The IP
address belonged to Kurtz.

 Court relies on Third Party Doctrine




CrimPro
Refresher

Katz v. United States, 389 U.S. 347 (1967)

* Subjective expectation of privacy

« Objective expectation of privacy, that is, one that
society is prepared to recognize as reasonable

Smith v. Maryland, 442 U.S. 735 (1979)

 “[A] person has no legitimate expectation of
privacy in information he voluntarily turns over to
third parties.”

* Third Party Doctrine



Presenter Notes
Presentation Notes
Factors in Carpenter v. United States, 585 U.S. 296, 340 (2018) – “intimacy, comprehensiveness, expense, retrospectivity, and voluntariness”  (Kennedy, J., dissenting)
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your business's data.

At Google Cloud, we believe that trust is created
through transparency, and we want to be
transparent about our commitments and what you
can expect when it comes to our shared
responsibility for protecting and managing your data

data, not Google

3. Google Cloud does not use customer data for
advertising

4. All customer data is encrypted by default

5. We guard against insider access to your data

6. We never give any government entity
"backdoor" access

7. Our privacy practices are audited against




Key Findings:

e 56% of Al users have asked Al for legal advice.

e 50% of Al users were unaware that their ChatGFT conversations could be subpoenaed as evidence
in court.

» 67% of Al users believe Al conversations should have the same legal protections as conversations
with lawyers or doctors.

e 31% of Al users would be much more likely to consult a human lawyer instead of ChatGPT if they
knew Al conversations could be subpoenaad.

/6% of Al users think the government should regulate Al companies to provide legal privilege for
user conversations.

o 47% of Al users think there should be prominent warnings before each conversation to inform users
about potential legal risks.




APPROVED FOR IL5 - CONTROLLED UNCLASSIFIED INFORMATION (CUI) - NO PII/PHI

Gemini Enterprise

Iidrime ledila TTann ddid Halodd Ul Uailly caplicily prugidiiined i evely syl Tuic.

» A Large Language Model (LLM) is a specific type of ML, like an Electric SUV. It's a highly

advanced, specialized type of “car” designed specifically to understand, generate, and work
with human language.

Here is a more detailed breakdown:

Term

Artificial
Intelligence
(A1)

Machine
Learning (ML)

Large
Language
Maodel (LLM)

Scope & Definition

The Broad Field: The overall science and
engineering of creating intelligent machines
that can perceive their environment, reason,
learn, and solve problems, mimicking human
intelligence.

A Key Approach within Al: A subfield of Al
where systems are "trained” on large
amounts of data to find patterns and make
predictions or decisions without being
explicitly programmed for that task.

A Specific Type of ML: A highly specialized
and massive machine learning model trained
on vast quantities of text and code. Its
specific purpose is to understand and
generate human-like language. | am an
example of an LLM.

Examples

Game-playing bots (chess),
robotics on an assembly line,
navigation systems (like GPS),
and Large Language Models.

Spam filters that learn to
identify junk mail,
recommendation engines
(Netflix, Amazon), and fraud
detection systems.

Generating text, answering
questions, summarizing
documents, translating
languages, writing code.



Presenter Notes
Presentation Notes
Takeaway: you have to have a basic understand what you are working with. 
Something to think about: the use of AI in targeting / warfighting could have an impact on military justice. 


Border Searches




Questions

MAJ ReAnne R. Wentz

reanne.r.wentz.mil@army.mil
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