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Terminology
• Image-Based Sexual Abuse (IBSA)
•Non-consensually Distributed Intimate Imagery (NDII)
•Nonconsensual Pornography (NCP)
• “Revenge Porn”

• Sexually Explicit Digital Forgeries
• “Deepfake Porn”

•Child Sexual Abuse Material (CSAM)
•Artificial/Synthetic CSAM
• Sexual Extortion



Non-consensually 
Distributed Intimate 
Imagery (NDII)
The distribution of  sexually explicit images of  
individuals without their consent. 

















Where is 
the content 
distributed?

•Transmitted through text 
messages, emails, DVDs, 
physical photographs
•Over 11,000 sites feature 
NDII
•These include mainstream 
porn sites, social media 
platforms, personal blogs, as 
well as dedicated “revenge 
porn” sites









Impact on 
Individual 

Victims

• Psychological: shame, body image issues, self-
blame, anxiety, agoraphobia, PTSD, 
depression, suicide
• Physical Security: Harassment, assault, 

stalking, threats, impersonation
• Personal Relationships: abandonment by 

family, loss of  friendships, rejection in intimate 
relationships, pressure to remain in abusive 
relationships, isolation
• Professional & Educational: Termination of  

employment, expulsion from school, 
reputational damage
• Financial: unemployment, lawyer’s fees, 

relocation costs, reputation management 
services, takedown fees



Impact on 
Society

•Normalization of  sexual abuse: 
• nonconsensual sexual activity
• sexual surveillance
• sex as punishment
• sexual humiliation as 

entertainment
• Silencing of  vulnerable groups, 

including women & LGBT 
individuals 
• Inhibits expression, movement, 

participation in society
• Loss of  voices in workplaces, 

institutions, schools, community, 
politics, law



Legislative Reform



Source: CCRI

https://cybercivilrights.org/nonconsensual-pornography-laws/


10 U.S. Code § 917a - Art. 117a. 
Wrongful broadcast or distribution 
of  intimate visual images



10 U.S. Code § 920c - Art. 120c. 
Other sexual misconduct



Link to Act

https://www.uniformlaws.org/committees/community-home?communitykey=668f6afa-f7b5-444b-9f0a-6873fb617ebb&tab=groupdetails


Source: White House

https://www.whitehouse.gov/briefing-room/statements-releases/2022/03/16/fact-sheet-reauthorization-of-the-violence-against-women-act-vawa/


Why criminal law?



Flaws in the 
Laws: 

Limitations 
of  Legal 
Reform

• The majority of  state laws against NDII 
characterize the offense as a form of  harassment, 
not a privacy violation
• Such laws only apply to perpetrators who act with a 

particular motive, usually expressed as “intent to 
harass” or “intent to harm”
• Other problems include too-narrow definitions of  

disclosure (e.g., limiting to the Internet); too-broad 
definitions of  nudity; classification as a 
misdemeanor; no civil remedy
• Under-enforcement
• Lack of  IBSA-specific training for law enforcement, 

prosecutors, judges
• Lack of  IBSA knowledge among employers, media, 

educators, general public 
• Victims deterred from reporting or taking other 

action





Flaws in the 
Laws: 

Consequences

•Varying and conflicting 
definitions, classifications, 
and penalties for NDII across 
the states
•Jurisdictional issues 
•Complexities of  the criminal 
justice system 
•Still no federal criminal 
prohibition against NDII



Continuing 
and 

Evolving 
Challenges

•Tech industry immunity 
(Section 230)
•Rise of  synthetic 
NDII/CSAM and sexual 
extortion
•Virtual and augmented 
reality
•First Amendment challenges


